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The Fraternal Clone Method for CDMA Cell
Phones

Det. Cynthia A. Murphy

Abstract - There are times during the examination of CDMA cdl
phones where the available phone forensics tools dot allow the forensic
examiner/analyst to extract the data they need fronthe device. At other
times, the available tools may allow the forensicxaminer/analyst to
extract the full file system of a CDMA phone, but @ta contained in the
file system is encoded in a proprietary manner and¢annot be decoded
using forensic tools such as EnCase or FTK.

Additionally, there are a number of situations thatmight preclude a
forensic examiner/analyst from using a camera to dmment the data on a
phone, such as when the phone’s LCD screen is brakethe phone itself is
broken, or the forensic examiner/analyst wishes toavoid physical
manipulation of the phone to the extent possible ding the examination.

The CDMA Fraternal Clone method will allow the forensic
examiner/analyst to transfer all user-created filesand current settings
from one CDMA phone into another phone, so that thetarget phone
(CDMA Fraternal Clone) can be examined. The CDMA [aternal Clone
is used as a means to view the user created datadasettings from the
original phone in their native format allowing the forensic
examiner/analyst to view and work with the extracte data in a way that
emulates the original phone.

Index Terms -CDMA Cell Phone, CDMA Clone, Mobile Phone, BitPim,
broken cell phone, broken mobile phone, Mobile Phan Forensics, Cell
Phone Forensics, Cell Phone Forensics TechniquesDEA, ESN, MIN,
CDMA Protected Files

[. INTRODUCTION

The CDMA Fraternal Clone method will allow the fosic
examiner/analyst to transfer all user-created fded current
settings from one CDMA phone into another, so thattarget
phone (CDMA Fraternal Clone) can be examined.
CDMA Fraternal Clone is used as a vehicle to view tiser
created data and settings from the original phaneheir
native format. The CDMA Fraternal Clone procesewadi the
forensic examiner/analyst to view and work with #xtracted
data in a way that emulates the original phone.

Figure 1: Using the CDMA Fraternal Clone methodsipossible to transfer
user data and settings from a broken CDMA phorentmtact one in order to

HERE are times during the examination of CDMA cell yiew data from the original phone in its nativerfar.

phones where the available phone forensics toolsado
allow the forensic examiner/analyst to extractgpecific data
they need from the device. At other times, the labée tools
may allow the forensic examiner/analyst to extthetfull file

system of a CDMA phone, but data contained in tie f

system is still encoded in a proprietary manner earthot be
decoded using forensic tools such as EnCase or PFken
these situations arise, a common fall back mettodoi
document the contents of the phone screen by scusérg a
camera system such as Project-A-Phone or ZRT.

There are a number of situations that might preciad
forensic examiner/analyst from using a camera toud®nt
the data on a cell phone using screenshots, sualhes the
phone’s LCD screen is broken, the phone itselfrakén, or
the forensic examiner/analyst wishes to avoid plafsi
manipulation of the phone to the extent possiblenduthe
examination.

With GSM cell phones, a common solution used dutire
examination of the phone is to clone the SIM caoif the
evidentiary phone and to insert the cloned SIM centd

[I. USES ANDLIMITATIONS OF THE CDMA FRATERNAL CLONE
METHOD

The CDMA Fraternal Clone method may be helpfulte t
forensic examiner/analyst under the following cmstiances:
1. A CDMA cell phone is damaged or broken in a wayt tha

does not allow the forensic examiner/analyst tavwibke
data displayed on the LCD screen,

2. The forensic examiner/analyst would like to workthwi
the data extracted from a CDMA phone with minimal
physical manipulation of the original evidence,

3. Available software tools don’t report all of therfieent
data from the broken phone such as the duratiotinef
last call or other data of importance to the inigesion,

4. Available software tools report conflicting infortien
regarding data on the broken phone.

Limitations: In order for the CDMA Fraternal Clomeethod
to be successful, the phone must not be so danthgédhe

another GSM phone to complete the examination. s Thidata on the phone isn't accessible electronicaily the data

method is not an option for CDMA phones becausedéita
exists on internal storage chips within the phoné aot on a
SIM card.

port must be functional. This method may not becsasful on
all CDMA based smart phones, but does work withessoch
phones. If the forensic examiner/analyst is undbleccess

The
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and create a copy of the file structure of the ghothis
method will not be effective.

I1l. CREATING ACDMA CELL PHONE FRATERNAL CLONE

The goal of creating a CDMA Fraternal Clone isremsfer
all of the user settings and user created data fthen
evidentiary phone into a second phone that is id&nin
make, model and firmware version.

The resulting “Fraternal Clone” is so named because
although the user data in the fraternal clone bélidentical to
that in the original phone, some system files wiffer from
phone to phone. This is an expected result: phone
manufactures and service providers protect cesigstem files
such as the Electronic Serial Number (ESN) as ahodebf
preventing CDMA cloning fraud [1]. CDMA devices are
protected by Electronic Serial Numbers (ESN), whacks as
thelauthentication facility between the devices thrednetwork
[2].

IV. HARDWARE AND SOFTWARE REQUIREMENTS

0 Applicable cell phone and cable drivers

0 Chosen software for extracting the logical file
system of from the evidentiary cell phone
(Instructions for using BitPim are included here.)

Clear the data from the target phone:

0 Ensure that the target phone (the eventual
CDMA Fraternal Clone) is reset to factory
default settings®

o0 Physically check the target phone to ensure that
it contains no remaining user data. If there are
extra files and folders on the target phone from
previous user installed application installations
that are not removed by the factory reset process,
the forensic examiner/analyst may wish to delete
these files and folders using BitPim prior to
beginning the Fraternal Clone Process.

0 The target phone will maintain its original ESN
and other manufacture and/or carrier protected
files.

Phase2 - Create a full copy of the file structurk tbe

In order to successfully complete the CDMA Fratérnaevidentiary phone:

Clone process, the following hardware and softwége
necessary:
- Forensic computer
Correct USB Cable and drivers for the CDMA phone
A CDMA phone of same make, model, and firmware
version of original phon&
Cell phone software/equipment capable of extracting
creating an image of the file system of the CDM/Aopé
such as BitPini,Paraben’s Device Seizure, or Cellebrite

V. THE CDMA FRATERNAL CLONE PROCESS

The process of creating a CDMA Fraternal Clone ghon
consists of four phases: (1) preparation of theerfsic
machine and the target phone; (2) creation oflacfy of the
file structure of the evidentiary phone; (3) tramsbf the data
extracted from the evidentiary phone to the tameine to
create the CDMA Fraternal Clone, and (4) verifmatof the
integrity of the data transferred from the evidepbene to the
CDMA Fraternal Clone.

Phase 1 - Prepare the forensic machine and targenp:
Ensure that all necessary software and drivers are
installed on the forensic computer:

1 “A CDMA device is protected by an Electronic Serdumber
(ESN), which acts as the authentication facilityween the devices
and the network. So in the CDMA world, instead ppm@aching
fraud from the ESN side, criminals are more likedytry to obtain
handsets or network access fraudulently and bhai attacks from
there.”

2 It is easier than may be expected to find phorigkensame make,
model, and firmware. Good sources of target phamescell phone

Using BitPim, set up a read-only session for thgioal
evidence phone. Follow the instructions described i
“Setting Up BitPim to Extract &Document Cell Phone
Data” in Appendix A. Following this process cardjul
will prevent co-mingling of data between cases and
between phones.

Attach the evidentiary phone to the forensic corapand
ensure that the phone is recognized in BitPim.he t
phone isn't recognized automatically in BitPim, try
clicking the “Find Phone” icon.
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Figure 2: BitPim Find Phone

BitPim will notify you when the phone has been dttd,
and will inform you of the phone’s status on thetdim
panel of the BitPim screen.

recycling companies, and cell phone donation prograand
ebay.com.

3 Instructions for using BitPim to extract the fifgructure from
CDMA cell phones are described in this document.

4 Instructions for resetting CDMA phones to factaigfault can be
found in the user manual for the phone, or at phaegcling sites
such as: http://www.recellular.com/recycling/ daaser/default
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Figure 5: BitPim View Filesystem - expanded
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Figure 3: BitPim Phone Recognized

TROUBLESHOOTING HINTS  If the phone isn’t recognized
automatically in BitPim, go to Edit >Settings andther
choose the correct make/model of phone or choogerOt
CDMA Phone. Then choose Edit>Detect Phone.

You may have to manually set the correct porttierghone in 0
BitPim. To set the port manually, choose
Edit>Settings>Browseand find the correct port setting.

taudb

Once the file system of the phone is displayed itRiB,
right-click on the root of the file system and cheo
“Backup entire tree”.

_: BitPim - LG VX5200 Evidence

Once the phone is detected by BitPim, choose View > Fle EdE Dota View Deing Heb
View Filesystem. , (Even if BitPim reports thadibesn’t S +H =B o
detect the phone, this may still work.) % ; D mJ ‘rJ 0 L L
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Figure 4: BitPim View Filesystem

Figure 6: Bit Pim - Backup Entire Tree

Next, click on the file system icon on the leftesidf the ¢
window. Once you see the folder in the middle pahe
BitPim, click on the plus sign, and BitPim will bagto
read and display the file system of the phone.

BitPim will then allow you to save the file systevhthe
phone to a .zip file on your forensic machine. Stwe
.zip file in the proper directory on your forensismputer,
and make sure to give it an identifiable file name.



SMALL SCALE DIGITAL DEVICE FORENSICS JOURNAL, VOL3, NO. 1, JUNE 2009 ISSN# 1941-6164

Sawve File As mgl
Sawein | | VXG0 Evidence ¥ O @
L \Jcache
L ringer
Iy Recent ) wallpaper
Documents
r }
Deskiop
My Documents
w8
My Computer
.__ File name: WRS200 Evidence ] ~ Save _
£ B —| Lo J
My Netvok Save as lype: Zipliesz » Cancel

Figure 7: BitPim — Backup Entire Tree — Save tp fite

TROUBLESHOOTINGHINT:  You may need to copy out each
folder individually from the file structure of thphone,

Bitp 0 a
Fle Edt Data View Debug Hebp
B 4 oL .
i | BitPm = Eﬂ
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depending on the make and model of the phone yeu ar

working with. To do so, right click on each folderd save it
out to your forensic machine.

o0 Once you have successfully obtained a copy ofabeal

file structure from the phone, secure your original

evidentiary phone.

Phase 3 - Transfer the data back into the targednghto
create the CDMA Fraternal Clone:

0 Set up a BitPim session for the target phone. Rotloe
instructions described in “Setting Up BitPim to Eat
&Document Cell Phone Data:” in Appendix A. Followin
this process carefully will prevent co-mingling data
between cases and between phones.

Select Edit >Settings and thamcheck the box titled
“block writing data to the phone”.This will allow you to
write the data extracted back to the target phone.
Attach the Target phone to the forensic computéngus
the correct USB Cable.

Choose View > View Filesystem and view the fileteys
of target phone in BitPinT.

Right click on the root of the directory (/) andlest
Restore... Locate the backup of the evidentiary .zip
created earlier and click open.

5 Caution: Because you have disabled the functiobldok writing
data to the phone, this will allow you to not owigw, but also to
manipulate the file system of target phone directly

Figure 8: BitPim — Restore from Backup

TROUBLESHOOTINGHINT: If the BitPim restore function does
not work, each folder or file may need to be addehually.
To manually restore the file system of the phomzjputhe
archive you created earlier from the evidence phane drag
and drop the folders and files individually.

0 Once you have successfully restored the files fthm
original phone to the target phone, your CDMA Fnadé
Clone is complete.

Phase 4 - Verify the data transferred from the en@k phone
to the CDMA Fraternal Clone:

To ensure that the user data and settings traadfémom
the evidence phone to the CDMA Fraternal Clone are
identical, create a logical image of the file stawe of the
fraternal clone phone with BitPim, using the “bagf
entire tree” option described earlier.

Using EnCase, FTK, or another tool that has thityabd
analyze hash values, compare the hash values difabe
from within the archive files of the evidence phaoaed
the CDMA Fraternal Clone phont.

0 You should find that the hash values related to
the user-created data on the evidence phone and
the CDMA Fraternal Clone are identical.

Those files that are system generated and/or piecteuill
not have identical hash values.

After completion of the above processes, the CDMA
Fraternal Clone Phone will contain all of the d&@m the
evidence phone, and the CDMA Fraternal Clone Plvanebe
used to view the files extracted from the evidepbene in
their native format.

® Note that the archive files from the original pkaand the cloned
phone will not be identical because they containglotected system
files from the originating phones.
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VI. ABOUTBITPIM
BitPim is an open source tool designed to allowuser to
view and manipulate data on cell phones (www.bitpng).
BitPim runs on Windows, Linux and Mac. The latestsion
of BitPim can be found at www.bitpim.org. (As bdEtwriting
of this document, the current version of BitPimli€.7)

VII. V ALIDATION OF THE CDMA FRATERNAL CLONE METHOD

The CDMA Fraternal Clone method was tested andtsesu
successfully replicated at the Champlain Colleget€&xefor
Digital Investigation, and by the Cyber ForensicsgPam,
College of Technology at Purdue University.

VIIl. SUMMARY

Under circumstances where cell phone forensic tdolsot
allow the forensic examiner/analyst to extract iemwthe data
they need from a device; available tools allowek&action of
the file system of a CDMA phone, but data contaiirethe
file system is encoded and unreadable; or wherptione’s
LCD screen is broken, the phone itself is brokbe, CDMA
Fraternal Clone method will allow the forensic
examiner/analyst to transfer all user-created fided current
settings from one CDMA phone into another, so ttiet
CDMA Fraternal Clone phone can be examined. Th&&D
Fraternal Clone is used to view user created dadasattings
from the original phone in their native format. TROMA
Fraternal Clone process allows the forensic exant@inalyst
to view and work with the extracted data in a wématt
emulates the original phone.
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APPENDIXA

5. Next, choose, Data >Create New Storage in the upper

right menu bar of BitPim.

Setting Up BitPim to Extract &Document Cell Phonat&

BitPim software can be set up to store data fronitiptes 6.

phones in separate storage areas, preventing thanging
of data between cases and between phones.

1. Install
projects/bitpim

BitPim Software -

www.sourceforge.net/

2. Create a Master Copy of BitPim. The BitPim Mastét
be the starting point for each phone you process:

a. Create

a Folder on your desktop (or elsewhere if

you want) named “BitPim Master”
b. Open BitPim.

3. Set up BitPim to Block Writing Data to the Phone:
From the upper right menu bar, choose >Edit >Sgtin

[ BitPim
Select Al
=

Copy
Paste

o)

[DElete
FRename

Todo

B o

File | Edit Data View Help

Detect Phone

5M5
Call History

@ Play List
] 7o Editor

- ek el ?]
4 A :
bl R 4 @
catre b
B Welcome
i Welcome to BitPim.
If you are new to BitPim, please take the 7.

BitPim's homepage is www.bitpim.org. T
You may be interested in upgrade informa
If you have any problems or questions pleg]

Praise and contributions are always welc

4. The Settings screen will appear.

Click the boxotk

writing anything to the phone.” Set Phone typéQther
CDMA Phone” and Com Port to “Auto”

BitPim Settings
Read Only
Disk, storage
Config File
Phone Type
o Part
Com Timeout (sec)
Check for Update
Startup

Task Bar Icon

Autodetect at Startup
SplashSereen Time (sec)

BitFling

3
[¥]Block writing anything to the phone
C:iDocuments and Settingsicmurphy)Deskkop) Test
C:\Dacuments and Settingsicmurphy!Deskbop! Test!, bitpim
Other COMA phone -
3.0
Mever %
[ alwsays start with the Today tab
[CIPlace BitRim Ieon in the System Tray when Minimized
[CJDetect phane at bitpim startup
z.5
ClEnabled
[ ok J[ camel J[ Heb ]

In the “Storage Name” box, type “BitPim Master”

Mew BitPim Storage Wizard

Storage Mame:

BitFim Master

Select BitPim Storage Name

[ Mexk = ][ Cancel

]

In the “Select New Storage Dir" box, browse to the

BitPim Master folder you created earlier.

New BitPim Storage Wizard &l

Select New Storage Dir

Storage Dir:
C:iDocuments and Settings\pdcam2iDeskkop\BitPim Master

Erowse

< Back ” Mest > ][ Cancel
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8. Inthe “Select Options” box, select “Use CurrenttiBgs”

File Edit | Datz View Help

X Get Phone Data ...
IJ# Send Phone Data ...
(@]

Histarical Data ...

3| Bitein
=B
PhoneBook
resee Welcome to BitPim.
M ﬁ Media
.f_i, Calendar If you are new to BitPim, please take th|
M Memo BitPim's homepage is www bitpim org.
Todo
] I% aMs ‘You may be interested in upgrade inforn
H Call History If you have any problems or questions g
Play List
E:l Ta Editor Praise and contributions are always we
[

12. Create a unique name for the new instance of BitPim

9. You will now see a box called “Selection Summary.” Choose a name that will allow you to specifically
Check your settings to be sure they are correctthed identify the phone you are working on (case number,
click “Finish”. If so, you have successfully configd the make, model, property tag or other unique ID.)
master copy of BitPim.

X
T X Select BitPim Storage Name
Selection Summary Storage Name:

Selection Summary:

Mame: BitPim Master
Dir: C:hDocuments and Settingsipdcamz|DesktopiBitPim Master
Use current BitPim settings.

< Back I Next = I Cancel |

[ = Back, ” Finish ][ Cancel ]

13. Create a unique folder for each cell phone you gssc
10. Once you are finished with the above process, EXIT  Again, choose a unique name for the folder (caseben,
OUT OF BITPIM. make, model, property tag or other unique ID.) Bsewo
that storage location in BitPim, and then choosetNe
11. For each phone that you process, you will create a
new storage area for the individual phone. x|
a. Start by opening the BitPim Master that you
created above.

Select New Storage Dir

b. From the BitPim Master, create a new Storage Dir
instance of BitPim. In the upper right menu I\Wsers\Cindy DocumentsiPhonestest
bar, choose >Data >Create New Storage —

< Back I Mext > I Cancel
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14. In the Select Options dialog box, select “Use Catrre
Settings” and then choose Next.

15. A summary dialog box will appear showing your
selections. If you want to change anything, hit iiack
button and change the settings accordingly.

16. Close out of the BitPim Master, and open up the new
BitPim storage area you created for the phone yewvarking
on. Use this instance of BitPim to process the phon

While it may seem that this is a lengthy procesgadhrough
for each phone, once you get a couple of repestionit will

become second nature. This process will ensurethieatiata
you extract from each individual phone is not cawghéd in
BitPim.



