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Provider Side Cell Phone Forensics

Terrence P. O'Connor

Abstract-An investigation was conducted into the behavior of
particular cell phone towers and their respective gtectional
antennas to determine the areas of coverage of eawer’s
directional antenna at the request of the Washingto County,
Indiana prosecutor. The areas of coverage were detained by
the analysis of each of the towers and their antels as to the
center of each antenna’s field, the azimuth patterof the
directional antennas, the surrounding terrain and he percentage
usage of the antenna at times of particular concerriFurther, a
series of approximately 50 test calls were placed @arious
locations to determine by measurement the antennapatterns.
The Call Detail Records (CDR) of the test calls werattained by
subpoena by the Indiana State Police. The CDRs c@ibed the
information to determine which tower and antenna eah call was
received on. The results of this data was compared calls placed
by the defendant to ascertain what area the call veaplaced from
and therefore determine what area the defendant wasocated
while placing that call. This information was analyed and
presented on behalf of the Washington County proseitor in a
criminal proceeding in March of 2007.

Index Terms — Call detail records, CDR, Cell phones, cell
phone forensics.

|I. INTRODUCTION

ECHNOLOGY is already being used to furnish valuable

nominal field is from 300 degrees (-60 degrees§Qalegrees
and is called either the north facing antenna @ Afipha
antenna. The second antenna is centered at 12@edegnd
has a nominal coverage area from 60 degrees taléges,
this antenna is referred to as the southeast famignna or
the Beta antenna. The third antenna nominally ovbe
remaining area of the field; it is centered on 2é@rees and
nominally covers from 180 degrees to 300 degrebis t
antenna is called either the southwest facing aatesr the
gamma antenna. A top view of a typical cell towad its
antennas is shown in Fig. 1.
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Fig. 1. Typical Cell Tower and Antennas

information to law enforcement in numerous ways.

Obtaining the Call Detail Records is one of the mseay
which an examiner can obtain useful information cesning
cell phone calls placed by the user. This papecrdes a
method used to analyze the Call Detail Records (§iRthe
cell phone company and compare those records toethdts
of a series of test calls. The CDRs contain infdimmethat can
be used to determine the area from which a call plased.
Since the Cellular Telecommunications & Internesddation
estimated that there were 233 million U.S. cell mho
subscribers at year-end 2006 this use will almestamly
become very common in the near future [1].

As a cell phone call is placed it is received oe particular
antenna on an individual tower. Each cell toweridgily
contains three directional antennas [2]. A direwioantenna
receives signals with much greater intensity in diection
which it is pointing and discriminates against tleeeived
signal strength in directions outside of its fielthe three
directional antennas on the cell tower nominaliyidié the 360
degree circumference around the tower into thre@ deyree
areas, one area for each antenna. Commonly aowesh twill
have the first of the three antennas centered erN\suth or O
degrees. This antenna has a nominal area 120 degide
which is 60 degrees each side of due north. Thisnaa’'s

The tower and antenna which receives the calltisrdened
by which antenna is receiving the signal from thebite unit
the strongest provided that tower is not alreadgrioaded
with calls. When a tower is in a period of veryhigse it may
switch the incoming call to an alternate tower amdenna
provided that the mobile unit is in the alternatéeana’s field
and therefore being received in adequate streigh.area of
origin of a call placed by a cell phone can be wcheiteed by
analysis of the cell towers, their respective dice@l antennas
and by the analysis of the hourly usage data feh ed the
towers salient to the investigation.

Il. THE PROCEDURE

The region of interest and particular locationsirdérest
must be determined. In the particular case degtribethis
paper, the region was the cities of Austin and tSbatg, the
area between the two and the rural area west dfrAos State
Road 256. There were additionally ten particulaatons of
interest which included the several locations tlededdant
claimed to have been the night that the crime geduand also
the location at which the crime was believed toehéeen
committed.
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A cell phone was obtained that was serviced bystmae Each call was then marked by its appropriate icom@ anap
provider as the defendant’s cell phone. This chbbre was of the area of interest. The basic map with thestsvand each
used to place a series of calls. The locationseéarh of the call marked by an |con |s shown in Flg 2
calls was determined in advance and marked on c@mpu | L 77 '
mapping software which showed the latitude/longituelading /.
of the location. Approximately 85% of the locatiosslected
were at cross roads, the remaining were at landvsaréh as a
bridge or a storefront. A handheld GPS unit wasl usedrive
from one location to another to speed up the psoéfinding
the locations in unfamiliar territory. Furthermotke GPS
receiver was useful in confirming that the locatintended
had indeed been arrived upon. This was useful lsecthe
roads were unfamiliar to the author and the sonmefoads
were marked by names rather than by their assigoedty E——— e
road number. Fig. 2. Map of area of interest with icons

As a call was placed the time on the cell phoneal wsas
recorded manually in a paper log as was the nurhiagrwas Further technical information was obtained from tedl
called. Each call made was alternately placed to Ehone provider by subpoena. It was necessary tairola
time/temperature service or to the cell phone efdttate police statement as to the operating status of the toamisantennas
detective driving the vehicle. On conclusion of gitg the in question both on the days the defendant plaledriobile
calls a subpoena was issued by the state policehorcall calls of interest and the day that the author mlaite test
detail records of the phone used. The CDR showedithe calls. It was considered critical that towers amteanas be
the call was initiated, the tower the call was re®@ on and checked for correct operation. Additionally the agp of cell
the antenna on which that call was received. Additly, the usage, ineffective attempt and dropped call peaggniwere
tower and antenna on which the call was transogivipon requested and supplied both on a daily and hoasysidor the
termination was also indicated. An example of aiglacall days in question that the defendant used his pandehe date
detail record is shown in table 1. Parts of theorécwere the test calls were placed. It was deemed impottaatt the

omitted for space considerations. operating conditions of the towers be the sameherdays of
the test as the days in question. Also, the spatifins of the

DLD_DGT_NO (812)738-6483 cell tower's antennas were requested and suppliedhb
SZR_DT_TM 8/25/06 10:27 provider.
SZR_DURTN_CNT 14 Each antenna nominally covers 120 degrees of the
INIT_CELL_NO 19 circumference, but each antenna crosses overliatadjacent
INIT_CELL_19FACE_NO Southwest antenna’s field because the signal strength ofivedecall
FINL_CELL_NO 19 would be nearly equal to the two antennas. Thes af cross

Table 1: Transcribed portion of a Call Data Red@DR) over is not instantaneous, but is rather a 40 degiide area

shared by the two antennas. For example, if a mgtiilone
When the CDR was returned from the provider eadh cgyere to move around the circumference of the ciacteind a
was identified by the time stamp of when the cabwnitiated. || tower starting at zero degrees and movingkolige, as it
This time stamp was then used to plot the locdtiom where approached 60 degrees there would be the expeutibch s
the call was placed on the mapping software. Edcth® fom the north facing antenna to the southeashéaantenna.
antennas had a mapping icon assigned to it. Fangieathe This change between antennas may occur as early as
north facing antenna on tower 148 was assigned axteand approximately 40 degrees and as late as approtjmate
the southwest facing antenna of tower 148 was medig red gegrees as each antenna crosses over into theniagjoi
flag and so on. The sixty-five test calls were réee on five  antennars field by approximately 20 degrees. Téitie to the
different antennas, each antenna was assignedoan The (qceived signal strength being nearly equal in ezmenna.

icon assigned for each tower-antenna is showrbie The 20 degrees of crossover is an approximatioivetefrom
the measurements made on the test calls and analfyshe

Tower-antenna Icon azimuth field specifications for the antennas usedhe cell
Tower 148 North Red Star towers. An illustration of the shared fields betweeach
Tower 148 Southwest Red Flag antenna is shown in Fig. 3 below.
Tower 19 Southeast Green Star
Tower 19 Southwest Blue Pin
Tower 134 Southeast Yellow Box

Table 2: Icon assignment for tower-antenna pair
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Fig. 3. Shared areas of antenna fields shown issehatch pattern

An inquiry of the cell phone provider indicated thae
antennas were not centered on 0, 120, and 240 ek

the southeast facing antenna. This would make ntiecearea
of the southwest facing antenna 160 degrees wike.afea of
that 160 degree wide pattern with a radius of mmkes is
calculated as follows:

2299 )
I 36¢

Area of 160 degrees of a circle

A=P

A= P9? ;—22 =113.097 square miles

Area of 160 degrees of a circle with a nine mildiua

It can be stated conclusively that any call reative tower
19 southwest facing antenna was placed from sonrewhe

described above. Based on where the largest pdmulatWithi” that antenna’s field. This statement is tfae any call

density in the area is located, the antennas wétjifently be
rotated to put the most populated area near theercehone of
the antennas’ fields. This is the case with theerswin this
study; each tower has its antennas rotated 30 eledosvard
the east so that the alpha antenna is centered ate@rees
rather than 0, the beta antenna is centered orrétér than
120 and the gamma antenna is centered on 270 rdther
240. Fig. 4 illustrates each antenna’s nominadfiglithout
crossover). This information is critical and canbet omitted
to ensure an accurate analysis.

¢ ANTENNA

270°

received on any given antenna,; if the call wasiveckon any
given antenna the call was placed from somewherthan
antenna’s field. The size of the antenna’s fielchnta be
determined to exact dimensions, the radius of twet is
estimated and in a rural application such as théstbe radius
might extend to 12 miles which is generally conside
maximum range for a mobile phone to its receivingeana.
Usually the range of the tower will be consideralglys than
twelve miles as a neighboring tower will receivélan that
region because it is much closer to the mobile phon
Additionally tower cover patterns vary slightly dteweather
variation and foliage, or lack of, on the trees.

The concept described above is important to unaledgtg
the evidentiary value of call detail records. Alcateived on
tower 19 southwest must be somewhere in its fieid, that
field is approximately 113 square miles. Thereftive use of
call detail records in of themselves cannot be useplace a
person at a given time and fixed point location ahdt
limitation cannot be overlooked. However these rés@an be
used to conclusively eliminate other locations assjble
origins for the call. For example, in this studgrh are several
locations of interest to the prosecution, thesatioos were

Fig. 4. Nominal fields of each antenna as actusilyated with 30 degree e€ither within the city limits of Austin, Indiana evith the city

rotation

The Washington County Prosecutor had a particaterest
in one call that was placed this call was receiat
terminated on tower 19's southwest antenna.
received on a given tower-antenna must be in th&naa’s
field, there is no exception to this. Thereforavéts important
to indicate the area which tower 19 southwest cieCell
phone towers in rural areas such as these in thy swill
have a much greater signal radius than those @nuabeas. An
urban area tower would have a signal radius closéwb
miles. In rural areas the nominal signal radiuggproximately
nine miles as is the case here. A call being recean tower
19 southwest antenna can fall into the antenna’m rield
which is 120 degrees wide or it can also fall ithite crossover
fields where the southwest antenna crosses over tim
adjoining field of the north facing antenna anaitite field of

limits of Scottsburg, Indiana. Examination of the@pnshows
that the city of Scottsburg is less than one-hdlk fnom tower
148 and most of the city is in the center of toWwdB north
facing antenna. Several test calls were placedéncity of

Anjl c&Scottsburg and are marked with a red start indigatiat the

call was received on tower 148 north facing antenna

The defendant claimed to have been at numerousidosa
within the city limits of Scottsburg and Austin ¢hg the time
a call was placed and received on tower 19's soeghw
antenna. Analysis of the actual antenna performastoevs
that all calls placed in and around Austin, as redriith a
orange square on Fig. 2, were received on towesolgheast
antenna, shown by the green star icon, or on ta48is north
facing antenna shown by a red ‘X’. Going yet to idex area
around Austin there were test calls placed in @lir fordinal
directions outside of the four square miles marksgdthe
orange square. All of these test calls are markita ene of



SMALL SCALE DIGITAL DEVICE FORENSICS JOURNAL, VOL3, NO. 1, JUNE 2009 ISSN# 1941-6164 4

three icons; the red 'X' for tower 148'’s north fagiantenna ,
the green star for tower 19's southeast facingramater with a
red flag for tower 148's southwest antenna. These talls
indicate that any call placed would necessarilyehéw be

received on one of three tower and antenna conibinsat

mentioned above therefore eliminating any possjbiliat any
called placed in or around Austin could be receisadower
19's southwest facing antenna. Analyzing the city

Scottsburg to the south of Austin in Fig. 2 it &siy observed
that the city is very close to tower 148 and ihishe center of
tower 148's north facing antenna. At the shortadise from
tower 148 that the city of Scottsburg is, it can dasily
ascertained that any call placed from there woealddzreived
on tower 148’s north facing antenna. Additionatheite were
three test calls placed in different locations oot&burg and
each of those three locations are marked with ¢deX’ icon

indicating that the call was received on tower $480rth
facing antenna as expected. The locations of istteog alibi

locations provided by the defendant can all be iakted as
possible locations for the call received on towed'sl
southwest antenna.

Any call received on tower 19's southwest antennatrbe
within its field as stated previously so it was heel important
to make test calls that would provide some measemnerof
that field. Test calls were placed on State Roa@ ®@hich
travels in an east-west direction from Austin. Towl®'s
southwest facing antenna is marked with the blodqain. The
easterly-most call placed that was received on itoh&s
southwest antenna is shown in Fig. 2. This call plsed
approximately two miles west of the intersectionl-65 and
State Road 256. No call received by tower 19's tswast
antenna could be received east of that call aditiegrror and
variability due to weather and possible foliagefedi#nce. It
could be reasonably stated that, allowing for upne half
mile of error, that no call placed on tower 19'suthovest
antenna could have been done so outside of theshowen in
Fig. 5.

Fig. 5. Area of coverage for Tower 19's southwegeana

I1l. CONCLUSION

The analysis of call detail records and the cowadmg
tower-antenna pairs can provide useful informatias
evidence in a criminal trial. Because this analyss only
allow the investigator to be able to state that ¢h# was
placed from an area and not a single address oil sma

Ogeographical area, this information is better suiteeliminate

alibi locations. The defendant in this case stdted he was
possibly at six different locations at the time atade that the
prosecution asserted that the murder occurred drmed t
particular mobile phone call was received and teatgd on
tower 19 southwest. In this investigation it wested that the
call received on tower 19 southwest could not hbheen
originated from any of the locations given as aliby the
defendant to the state police investigator. Thietgf analysis
can make elimination of alibi locations conclusit#awever it
cannot be concluded that the defendant made acularti
mobile call from the alleged crime scene, it carlyobe
concluded that he could have placed that call frivat
location, the location of the body of the decedevttere the
crime was believed to have occurred.
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